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MASGSMariti me Autonomaowue ISeerd acev Shopesd i n recent
f 0MASBave been published by mul ti pllreterdmatsidnalat€Va
i ti me Orf@daMOl)amuhbloinmhed i m guidel itheaf ddoydtuM&SS t r i
demonstrati dhesgpguouetheherésmpl ementati on of ri sk &
procedures are not indicated. Thus, in this manu
MAS®hi ch carried out at. tlht demrst ginbamhesg otr o MASISt ¢ Ir
of devel opmewAtSSin regard to

HPYSe t NAYyOALX Sa

HOM I NBSGO akKALA 2F GKAA& YI ydz €

Though there is no internd&dMAS&ndl |l eorbenbuaubdbomahb
manual f oc usansd opnheapshea slelmb bU's s hi pRse adAiuzf@Rooandomasp t o
Shigpsby Maritime Bureau, Ministry ofphlasred, || mfurt aat
omous sshhiippss:on which sailors, the thotpiemahtted pdneci si ©
|l and tahpet /opmyaat i fi ci ah), i mpthalslei ddrlc ehu(tposn owmotuhs as hhii pg

degree of autonomy and is desiogmaé&drf os )sotuatisants

HOW I NBSG NRAa]l lFylfeara 2F (GKAA YI ydz f
ASMAS,S conventionally desigmpaditiadillytenqeaampdiegmerda t

with an aut oBreatarubsikepsy sttham. are conventionally des|
sufficitotthekabral ysis of the ship itself is unr
the present manual analyzes hazards associated wi
ships.

HOG STAYAGAZ2Y 2F GSN¥a

Table 2.1 shows thesdcdefimi tihos ofanmailn ter ms

Tabl édeZ.ihi tion of ter ms.

Ter ms Definition
Ri sk A meastuhhe loifkel umdokié ¢ chmtd cwtindrd ew i ht

ame a soufr etehsemmdgd nsequence withian caorms

tion of the freghencynaeguerver i

Hazard A afctleoaadi hgrttha f e, phe e thyi r olntmeia®d
ferr etdhhdgac hadt or . [ 2]




Accident

Wh ea s ersiteasg eossf u pa stsou meadrmirriccsm'ratdﬁiml

nari o whi clpot efmdhiaalexidsts, its descrl[id]t

Risk treRefers to a single or multiple m
avoi damzardf, rcredlsetiaemededsct i on o
otonsequences from hazards

HAZI D Acronym f dDenHAZacati on.

Fl Il ni t f afriesgqnuenc yFrienqdueexncy i s conve

S| Il ni t if askeivserm i .t ySdweaexvgrited t o a c

R I ni t T aliisskmRi sidsexc onverted t oamnd cob
as a sum of FI and SI

HAZI Dvor|Awor kdhleop t dhaizeabdt adélgi ti orhatzeafrlidd

shop anRllare often deter mi nedn sind esménde k
are merelwhipitcoppopsepgtomates ob dbe
makers f or rmosrke terféd atcme nvte.

Task Combination owWortkpat acomatsi anmde s
the automation system desigovenacé
and obkevaltomation .afd]remote con

Subtask |[Oper at iwomdhatndcoask3d]tute a t

Deci-sa loin

subt ask

Theubstaskl at ednatka ndye chiys ihousniatnusa,t ig

ness, ,dadi gfcd]non

Aut omat €

dition

Acondwhieoer compuwtoent rey s ttédtmisonr o

deci-mdkinng s§udbht ask

Aut o mapteg
atiomyst
(AOS)

A t hat

puter

system aut o manaeks nma rstu bdra g

system or a combination of

Re motoger
tionsyst
(ROS)

A

byr emot e

syst e mapanr twtddeetmilrdda koinng subt ask
oper at ocro mbh uanse@iQonrar re o p e

at ¢ m@n

As s umesdh

ti @fis us ¢

Princi palofp arhtiipcsu leaaus tpopneadt s voietmh &
shoperation phase, and marine we
system i s used.

Operatdae

Operational d oanati oy msi yns ovahm cahp pam p

sign qgODD[ 3]
( ODD) I't may be expaessoeddistiigoenpsart of
Fall backCounter measni ma swikh®ehAcOROS ncomtior k p

owitngnpr edi c tsaulclhea defvuenncttsi o n s amdédy b




atthlkiks i ncludes counter measuoeets
t hGeD D[ 4]

0 dh dzii f WA S 12 TINR O 8 R HZAB

Let us explain the risk analysis procedure simp
refer to the Section in this manual indicated in
Ri sk anal per$ormed for theFomiaial skndndbyai ted
design, documemmhd imlemenad syd ri gccablapnedias g edam &1 psiepar ed.
These document s aran alsyetdi Steaaapricat tegs ents wimmitindaid zieo nt h e

t hat must be confirmed for the risk analysis. Up «
analytical cohdkt necarsistseammnainoah, aashe analysis and ass
nally, a report that summarizes the above results
Next, a risk analdyestiasi liefdo pdeetshiegrnhetd abphetthdesi gn f
ri sk treatments recommended in the risk analysis
tions that were not yet determined in the initial

same §$§|l btweari sk analySisceéatplréee airaitt ioml fodesitdhre. a
consensus on amal ythiacalofcamei trii srks anal ysi s on t h
these can be omittrdd.k Aass stehses roeemsteurl de do fr itshke t r eat me
rated into the final detailed design, at which th
compl et e.

't i s mottenck tchaaste, oif ri sk anal yyepenadmnag deamdmet de

stration experiment, thterxmpiesk mamdl ynaiys bfeorc otnldas c



Initial Design

| Preparation of documents (4)]1

| Preparation of analysis (5.]|)

| Consensus on analytical conditions (5|3)

| Performing analysis and assessment)5e Detailed Desigr

Recommended -

. safety measures Preparation of documents (4.2|)

| Preparation of a report (5.5} are incorporated
in the detailed
design. | (Preparation of analysis (5.1b)

I If necessary Recommended
| (Consensus on analytical conditions (5.B[jsafety measures
are incorporated
in the final
jjetailed design.

I If necessary

0

| Performing analysis and assessment (E{—

| Preparation of a report (5.5}

Figure 3. 1prblcewucharsthksafd al gisi s

n®s20dzySyida G2 LINBLI NB
I n this Section, we explain documents that are |

now20dzySyia ySOSaalNE F2NI+y lylfeara 2F GKS A\
When analyzing the initial design, the foll owing¢
(Functionals  rfeqmitrteaneandttaornygaetti ot na sskyss aaenhto n¥autbitoans k s
(29ystem architecture thatutbmaydpdam itshea eesntriarbd e
clarify the ratutodomans themh waered dthlkeer systems on
clarify mawmtsior sl aemglui pment as much as possible
(Vutline of the iadteomsapls toogpre.r ati on of t he
(OQutline of the adiuviosmaddtoemm & ¢ thecH eukdeecss t ha s -
fer between the automation s)ystem and humans a
(50ODDf an automation system.
In the case offi aidkmamai yatiison experi ment, the f
addition to the above document s.
(BOutline of a demObpgpechtvenotxpkeieemer ( ment, EX

ulEexperi ment al process, etc.)



nowb20dzySyida ySOSaalik®s RBUWARBEFRY | teara 27
Ri sk analdedias | @fe qdideriegsn changes in documents pre

anal so documents for which parts that were uncl ea

pdtlala LISNF2NYSRAR&U BypOKeaKnsL) 2F |
I n this Section, we explain each task performed

pow NBLI N} GA2Y F2NI Iy Fylfeaaia

As the preparation of an analysi s, parts of the
ships must be clarified. I nformation dwak uase obj e
of the analytical target ship and or new use of ¢

mati on, the anal yttihaemd | \ tairsgeedipsdi srogéetif F med. and

Fi rfsetag uard usages of ebd(lug e dfitesr wieafthemmead t o as
which are the analytlimadddiarigen, amasthdecahdirtifdor
tion of the an&a®kR i char aargebdassbhapeopetr,da@&n-on phas
ditions that must be maObDaanddrebeondeviat somghf s

be summari zed.

Further mor e, based on this information and speci
is modeled. This is useful i n hagred |i ynti irecpadtpleea dagneatl y t
supporting the analysifsgatst Abef oeambdmbdonlge, esembnt
sof t war e tthhaet nceown skaietiubtreoken i nto a | evel t hat sui
As necessariynputnt ecwtdafitoml emensée o8 included in t
mati on must be manually inputf eatamde rhruematnesd ,muisrntt el

includedt led ewnelnlt.s loff htalaea n exwwestakcttd men exi sting shi

these facilities are addhedettaveelme t medmlewardndact hét
facilities are ef fhoefc ftiread nnew afneaadiylziet yt hen t he exi ¢
mo d e | prepared in stchoepeecakbeearpgr boeduhe, obhective o
asthenal yt isccadp#Bwurgeitng such model, understanding c

supporting tBeeahAlpphkesifsbri tesxealnfp.|] es of model i ng.

As for an analysi s, if data on thethéenal ytiesabr
t arsgceobpree available, such data must be gathered.

I n summary, at the preparation stage of an analy
Example of the informeaels3.on is included in Appendi

-Definitfeatofethe
- Obj ectifveatodr @ he



- Extefatut omamnd ohhebeateweaedn oau tt direa tsiho ngc eoepde roant o r
board/ rempte operator

-Extehtr emot e ol a nkde tt viheee r ed watt & mants ih © ific raepaa roant o r
board/ rempte operator

- Assumed diotfi gonsse nci palofp arhtiipcsuleagruss pepadwermé t h t he
rousthei p oper atamaani npeh awvseeat aer whooliiethenmesw d,
and 0 on

- ODOexternal, internal, and commfieadbageBanhescsondi f
- Met hoadet @efomous navigati on.

- Monitoring met hedtaoafethe relevant

-Response procedure when aut omDnous navigation
- Featodreeach el ement, such as hardware and soft
cility, i nteracti 6 mcd fund eolr gmaetnit @sn, | cainelt seoke inoonn
eaehement @ ndred weoaenh e naentdheex i st i n)g syst ems
-Data on failures and defect $ haenfaleyatcilsccanlmsd ri g eute

po®r 2NJ Ay 3 3INRdzLJ

Analysis is uswalkwphpgpmfdedmdy atxxparts of differ
sel ectexdp §dtoimf er enBefowlids a | ist of experts as a
Owneshshpui | et psi gner s, experts with knowledge an
and operation of the tsahigpstpescytDtresm. sAn@d adPemrad OF S

experts of devices and human engineering, navigat

pdd 2yasSyadza 2y (GKS FylFLfedAolt O2yRAGAZ2YyaA

Handling of the identified risks must be deci dec
reduction measures must be i mplemented for hazard
determined and t hose i nvaoddvietdi omu,stw-tsdetealacehmeap tcsornissekn
need to be estimated (mursde bicisgka@iside di ndoof hatheed
are necessary. Let us discuss these topics bel ow.

(il ndexiskg r
For @&acihdent scenartrhiag,dathlea tf rsetqauretnsc ywiotfh oac cur r enc
consequeancdest heir produwatntiifi eBy (dimieexseslinmeg stemé f r

angsleverddrys eogwietnlt ea | ogar kqtuhamitci fs ccaaltd ,ons gmindexi ng
Fodet er mhseeivnegrciotnys eogfu egnecneesr a | ley [foetchiteu maw ell i fod, envi i
and asset is considered. Whether all of these are



ot i me.

Wi trhd&knotRR d olcyc urrerqgeuneceep yfe s &n t ®mld d nciotnys eogfdiee-n c e s

not ellr ibiygk obusaiEmp d@)iBoyn conkEZeuai mpoc cdarhmon |l,ogarithm
we obtain Equation (2).

R =S F 1)
Lo®= LBy LHg (2

We refer to rs$eXkertifornseuwaecomyxersaedimoo khagias kt hm
i ndReK)f requen@Ey Iismedleexr i (Sy, irnedsepxe Hteirwveelwe present ex:

FIl, S, and RI , which is a combination of Fl and
values are not required for an analysis. Thus, d
invol ved. Taab | rei sbk. 4maitsr icxa.l | ed

Tabl &x &mal ed offi nihtei on of FI [ 7].

F Frequen Definition Flper sh
7 FrequernLi kely hopeamootm ®hiep 10
5/|Reasonabl|Li kely nhoregreanr aofi0deshi 0.1
3 Remotel|Li kel y mnomeeygre aofrlasmdt 000 10
1| Extr emerdoyLi kel y nhoetohtes 6t et ovoe | df 10
5,000 ships
Tabl &x&mpl e of the definition of SI [°
S Sever Ef feaot s smdrt Ef f ecsthd g S(Equi vfad
tal) ti
1 Mi nor Si ngmienionrj ur i Loceaqui pn 0.01
damage
2| Signi f Mul tigéwiemjegur iNo-sevehdaéar 0.1
age
3 Sever|Si nfgdteafr i muddvigm Sevdamag 1
juries
4| Cat ast Mu | tfi gotlal it Tot al I 10

Tabl &x &mBlL e of t h¢e ndve fridhnidideinatn of S
S Severit Definition

1 Category Oislpsl kEle teon




Category Oislpsi ket wigleOn nteo n
CategoryOislpsiltet WleddA OO NneonN
Category/Oislpsl ket wileGén, 008 t on
Category/Oislpslliet wle,eGD®, 0O W@ t on
Category Oislpsl £E1e0,>0(h@® t on

OO~ WIN

Tabl &x&m@dgl e of t hdridseki J)mditriioxn of RI

Se v eirn d&Yx

1 2 3 4
Fl Frequen Mi nor Signifi Sever Catast
7 Frequen 8 9 10 11
6 7 8 9 10
5|Reasonabl 6 7 8 9
4 5 6 7 8
3 Remot e 4 5 6 7
2 3 4 5 6
1 Extr e neenloy 2 3 4 5

(iSe)ytting the criteria
Judgment criterioat hfeorr wonrddesx,e dc rriitsekrsi;a ianr e set .

Thus, criteria ar gi)fsiertston Atsh es hroiwsnki ismadRrimgro meft ®.

three |l evels: Abrniskk muedudbdtei o pamit efilnber icoksi eéddved
essariysk is indexed for each hazard and accident
teri a, need for ri sk treat ment is determined.
Severity IndexSl)
1 2 3 4
Fl | Frequency Minor Significant Severe | Catastrophiq
7 Frequent 8 9 10 11
6 } ! 8 9 10 Risk must be
1 IS us
5| famabeY1 6 7 8 9 reduced.
4 ' 5 6 7 8
3 Remote  : _4_ - 5 6 T e o e —
1 . A
-—— 1 Risk reductionl
2 3 4 [ _5_ - 6 I} must be |
1| Bdenel 2 3 4 5 Ijconsidered _;

Fi gurbkx afnpljued goniemitt er i a.

10



- Consideration of risk tsamad maadi dsmtdapedrasrkiaoc y

reductiondonecessary

- Ri sk treatment is considered rfiosrk hazdaurcdsi oann dnuasctc
si deWkraet her such risk treat meardtsxxwaimiBreeclobtuhsgect ual | vy
introduction of a risk treatment is highly nece
RI', risk treatments are implemented for hazards
Howevéde, [ evel of RI at which risk treatments ar ¢
Even hazardeat andenmaacidyeRleddwi ntehiast | east some |
effloed¢ awhsteg | | ruinsdke rr eiduct i ond must be considered

- Ri sk tr eatnme rdte i iengh | £ ofeobreeldazar ds and aacdiskent sc
must be. Wheedtuhceerd ri sk is indexedi aftemeatmbBantpl em
determined ahead of ti me. I f yes, it is comparec
i f it fraildls mundtér bodi sike druecceuwc t i o n, bnwrstth ebre rciosnks itdre
ments are considered. These steps areaor gpesxted

reducti oo eoescissadwycti on omust be considered

pdn SNF2NXYAYy3I ylfeaAra FyR FaaSaayvySyl

Anal ysi s w~scagppremdmrimezdar d i dentSifuctadi ech WedatholdB
ni que (RAWI Mdrjeenlf f eAntad f FIMEANKHAZradn@Rr abstiwidy
HAZQP. ditnsbevith identifyindgemadsaudiebl esvbidmdityiden f or
caushazsagonsequence, severidmabfdgbencynsEhesacpr

must be performed with expetfsnmepsikanygeaitmetnite ap

on that are recommemdedr isr aheghdenti fied. Si mi |l
ri sk tireadaateinmated (it isridekitrlasaddsneétod ad sme ve xhaanw &
so Ohg.analysis process is recorded on a workshee
report.

54.1 L RSy (irklIFi&ANFd
HGener al matters
Her e, l et us explain matters that are necessary
cation method of hazards.
Sel ecekper 66
Pl ease refer to Section 5. 2.
Separating the phase

Anal ysis must be performed dwtronmaycshbaefmoase t h

11



exampl e, the followindgipkha&asdshimusts Isd mpodiys iacher
should be set accordingatue otmamg s ommr act eri stics
Berthing anehaurboer tnhaévvi gggaacibimogne sitne do waamermsavi g a-
tion, emergeincg asd($o0oren) flood

Example of hazards that should be considered
Appendi x 2 shows exampl es oBebatahseesdes atrhea ts isnmpol!
exampl es, haaxahawsstdibwailll i bd beyond this | ist.
Type of risk targets that should be consider ec
As discussed in Sese¢evemni by 30,f iioto nrew s e e e d ehtee r
ahead whi dh neeneoforhusneavne rlailf e prepwirltlgnimente onsainder

aa target in analyzing the severity of consequc¢

{Outlinei sk aikea&hygdi s
The outWliknfTea orhetShod often used for risk analysis
Common met ho8¥Wl BTlkeet ishad in Appendix 3.

SWI FT

At war kofomlesi gner s, users, and experts of the t
are repeatedly asked sabamior amakift whea ti doinfi a zhaartd sd eavri ¢
identified through brainstorming.

The analyéfing cias |l y easier thad the behaeapphnelydiu:
cept study ost agpdtc etpheideshgant dshhtptleadeagbadtds on
the experiencesaceci dpatthisciepami ©® casdayn pareasleynsgiesd ou

Standard steps and worksheet of SW FT are as f ol

St eepeli nteartghet system and process.

St ePr2pare documents, such as design informatio

group.

StepHoB HHAZIwr kamap i denti fy hazarBbE, andusrBSsStieg

safety measures through brainstorming.

St eRedord these discussions on the worksheet.

Wor ksheet exampl e:

System: LNG carrier

Phas-aarbavi gati on

| D Haz a Causes Consequ Exi sting nnecegFI|SIIRI|] comme |
me a s (

12



1 |Coll i|-Dysfuncddam{-Dysfunct|-Preventive 21416
agemawhi nefdamage t{(alert syst g

-Stormy weltur al eqistructure)

-Operation|-Secondar|-Mitigation
ter (damage |dtfal
-lnjury oing and res
crew -l nspection

-Education a
operators

Fi gurexamp2.e of the SWI FT worksheet.

54.2 Ly RSNOW/ 13
Frequency and degree of severity for -ghandi denti i
tified (indexed)r ebDefcourmenhtissrtehnasitie acivamng bbed o w.
Documents necessary to set the frequency and se

and seriousness.

Data on thesdvanieteyety odefdfaemathbe mamd | i f e, envir
and asset) of defect s, failures, and accident
anticipated. I f t hodddeamtrae fnort a vaii hialbdre, s y etf e
Data on Mmwmebrerl ioffe death and injured), enviro

asset (damage to the ship).

Usable data should be ugauhnds (ineadk xedmgposslolwkbee
many cases, there Iis neoewuamlte (dadeéemongh B8Chpenf
based on thexpegpksn emmxa&mmplfe, by comparing the fre
and/ or accident scenarios without dat aquaonthia-zar ds
fieidndexed) bageanomn(fomemtha x iomgmi of hazards and acc
data beciobmees. poss

Semiuanti fied (indexed) risks areespompae edotoheh
determasned odettehrgmuprgethe h tucsd @dret er mi Bi&ko g pt aannc e
exami mat ilbdmd r i sk trRadpemtet Hodeder mi ad&kogpdfatnecre
ri sk t,reianf mehhaet rii sk i s not accejpudagbedde., t he ri sk w

543 wial lyyReaamaSaayYySyd 2F GKS AyAdArft RSaiAdy
I n a case of initial ri sk analysis based on a c
the robgsabotdefference from exni sotrbdnegroasdups duei
analysis and assessment.

Using the document haenhad wnt iscoao Bset cdteigoent ndi.nle,d wi t h t |
shown in Section 5.1 and 5tile $ wnihdshmiant ¢dni temadwre si
chosen based on Section 5.2, reach a consensus on

and assessment &cehon®ldidng@ to Sections

13



From the foll owing, hazards based on the concept

(IRi sks or i diuménra cnhgi nfer.oirmt er f ac e

(2D)ef ects of sensors andacoomavydto@mui pment | i nkeoq

( Bf f efc tatuhteo mayt § memmot her systems on the ship.

(4Qyber security

(5Def ects during aan ompyg¢ s @tnncd (uddfngt feor gotten upde
sof t ware and verification of the validity of e

544 wAal FylftearadiKgRRESEABERSY (I 27

At this st acgoenf ifrommeldowi ng i s

Recommendati ons of the initial ri sk analysis and
design.

- Accident scenfaeraigoudr lemrnd weeleatnemd considered in the
For theitor mef orueincto mnheantd mtatied n,& td rwad | |dt hbeheynwsur e
wi || beimethecdeBarl ¢tieEdéhieger arie accifdeattursecenar
not considered, analysis is performed in the same

analysis, assessment is made.

p dpv S L2 NJIi

Details up to the previous Section must be reco
contents for a record is shown bel ow.
1. Ri sk analysis and assessment of the initial d
l.1Conceptual explanation of the system and doc
on the initial design

12l nf ormation necessary to prepare for the ane
13Wor king group

l4Anal ytical <conditions

15Anal ysis and assessment results

1. R.dk analysis procedure

1. An2alysis and @Gddaxshmantworr &ksihletes , expl anat.i
assessment results
2. Ri sk anal ysi s adnedt aaislseeds sdneesnitgnof t he

21Expl anation of the system and documents nec
detail ed design

22l nf ormation necessary to prepare for the ansce

14



23Wor kgmagu p

24An al yctoincdalt i ons

25Analysis and assessment results

2. Ri 5k analysis procedure

2. An2alysis and Gsdaschmantworre&ksileted , expl anati

assessment results

15
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Tabllel Ashows examples of hazards to consider by s
[ 8], and [9] aniléxisting studies [ 11]

TabllelBAxamplheagz aofds .t o consi der

Cl assi f Hazar d

ExternallBad weat her

me nt Poor wvisibility

Congested waters

Unexpected behavior of other shi

Failure |Loss of signal from s$nformation

and riDer eafsel i @hsitlaiboifl iitnyf or mati on fr o

equi pmendevs ce

Failure of rel a08d equi pment in
SoftwartehAdd&g i n
Il napprtopnmd fag par aene ¢ redaihinsg etca f (ec,qth

maneuvecogfabtihe tgai peefsll poth®OF i n t K

PowesstilO®r related equi pment

| napprhowpmignad ki ne (iIHIMtI i ft ®®d e . di f f i
the reasoanfabai wsaisadifs céereatut e
fromQ@$hehuman

|l mpropeerfaceAOBnde e h heshuecshisdtdeairs

situatiom aanderf éee ks a@ti ¢ o rnmoadseche s

mat cthaeerdamey ef aigdaunpm® or communi cat
DetectioFai ide¢ esmawibg ¢ wtreckage)

Fai idee ecol htgasrn et s

Fai ideteecavingatdsnal

Fai ideeeshipght s,osfapeds

Fail wred estemudgetdoewdbrf | oati ng.,gevs
gaugafdi shing trawls

Fai ideeedi $ agbpta ncehganwiae & r a dsggu rd e
t elrept h

Failidee edi sogbpawegn weat her for

situati on
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Fai inrdetdegtadgng performance of

Fai inrdettegtadigng pemnuotomapsteano

Fai idee¢ est amamihn g hdr ati on

Navigati|Col lision widfhf soh chree isrhfirpass torruct
Col li sion owijteltctfsl oating
Collisionwiwldhifarine
Collisopopshwmifermstructure
Loss of i owatmgg shbhawnbepsppsbese
Loss nafact owitadpiilditryg
Unex p eah e davnatr sovf
Gr ounodwinngghleoefs propul si on
Gr ounodwinngghheoss of steering contr
Grounodwinngg devi & thgeloannr rbaudd m
Grounodwinngg er rmlra rrmoeud lee
Fishing /rrgtuilpenecnme s ssenraagtged on t
Loss of | owatm@g shabi loift gwirfgiocat

| mproper Omi ssiugmdadghaat mpspmdriranati on, , r ¢

tion |l eadi hnignftor mati on

I nconmpaéttiti ng data dmdAcO i g &Il ¢

pl anadrdetfaer enceovVvadl seo®nf @avoidanc

Repl acement of r elgai ptdneasttpat d o pnavniit t
t hAeO S

Too manyPraloarrinisi.zati on of al ar ms

Communi ¢

Fail edecofr oni d ncaohpemauwreidd atkiso n

Less t Wantioodecraalg ewi r Bk & s s

Err arr ainrs mif s dHddseo kbhidtan | 4 s

Failurentiegdatg (dafsaet)transmissi

Lack of ane kotitoown negingd

Wrong condfogmmuat €E@amicohons

Unexpectedbaivadbatbti @ndt h

Unexpect eidh atnecrrceya s e

Unst abllienlddsataver ti me

Net wor B storm

Loss of power

Security

GNSPonfAIngpoofing, etc
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Jammi ng of .eRADAR

Unaut hori/ltedkidreg@Eed rel ated sys|

ThAROS or related swbtwame infecte

Onboarrde

Onboardozi ng off

(fall bacl

Lackprooffi ci ency and A®’udsecr ssgaanmnnda tn
stand t he meanndinrsg iudsfeb & lea rom nvie@ $

Over confauwteommsey sotde mo ruls aearredw{ atuhteo m

system

Il nademwman@c hi ne interface

Il nability to understand invoyhRge
Conniving inappropriate sea rout
Il nability to understafd,guarvs wiattd o

outside of a port navigation mod

Out si deDmafmdt heal | backon Isocarmedve £sam

Emergenc

Seveaudadmagteructur al damage, floo
equi pantém.t ,

Mal fumdt iedgmuppmeoapul si on, séeBerin

Fire

Temporary or per manent power out

Re matoent

Human byroemot & aolpleirnagt oarssl eep, | e
incorrect intethgpretation of data
Ship |l osing communcd crattienin aové nth t
Communilcatamay fsai | ur e

Frozen screen,resmodctentasolt haysfem

Failure of remote operators to r

ficient i nformati on

Handover of frreosnp oonnse bopertateosr t o
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IV SHO hdzii £ O Y2 Nr&al tylfeara YSiKz2zRa

Bel ow, we present the outline of risk analysis
the main text and surmMharaisze rtel eirr t ghldphia® Jor eerfiesrteincc:
more detailed descriptSWinfsTeofhoesacht met hbldamnth oslé
this manual théa sbke aanpag lyise dso oefg sawne hi p

(Failure Mode and Effects Analysis (FMEA)

With a tfheequs pment tthimeysgdemessi bt esmodes of fail
ment are i deenftfiefoitesdh emnsnsithgehdd. met hod i s often us
t heef foefc tf ai | ur es .

't i s adyvtamayyasgeeomast iicn and exhauAstt itvlee agaihyst ismeé ¢

di sadvantages includdurtagdit hei cobhuotdlpd nfdagtp ginlt att i
imbor and time intensive.

The ammdard st epfsoFrflBEA awoe kabekodl | ows:

St epeline the target system and process.

StepPr2pare documents such as design informatio
group.

St eploBdoak amap perform FMEA analysis. Select th
foll owing for these component s:

l denti fying features.
| denttiteyipeg of possimwlJe defects (failure

| dentli d yamigzeeadus ed byma d{e odcfafl) ¢ aanfef cenc tt h e
ovesgbtfamaect

l denti mpiasgpebBébet system modametajnesi hal udreg

al arms and error me s s a gteos dfertoent tt hfea ialuutroemsa,t ec
t i oentkc,.

St eRedord these discussions on the worksheet.
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Example of worksheet:

System Main engine systemSubsystem:Fuel oil pipe system

Navigati oNormal sailing at Bl ock diagBlock diagram of fue

Dat e: Editor:

Sheet nun Approval b

Numbl devi featufainlnmunJ causd eff efcai loy fail measu|l seve|[not
namg fail det ec

Local fin
ef f d

1 Mai n |[Burn th|DeclinDamag|Maiem-[Out efUnusuaOuter |Major
engirand conjoutputlthe plgine |Jaxes|sound,lare st|i mpac
(2, denergy |[(stopgof thijationnot Jtion, |Jand sa

chanicaloutputlenginfjconti loper{al ar msjwi t h i

3, 4) axes

Fi gux & ampl e of FMEA wor ksheet *.
*NMReé di t it bFeMBOA wor ksheeHS@aded on t he

Fail urree fredrdéeygoef potenti al dedpaedd . c IMhfeta ROHMICIHI @
international spegul @fl hloinstf ©ort the gthol Bowungumadtes$ao
ure (damage), physical restraint or biting, vibra

cl opsoeo,r opening or cl osi nlgeiamgtver mal beaerd d we x theer n all

accident al movements, intermittent movements, uns
erroneous movement s, inability to stop or start,
ments, err(dmeagwrsasienpwteoeasedtpet (increase/ decr ec
pughort circuit, electric release, electric |l eaka
(2HAZard and OPerability study (HAZOP)

This is a method that is oftenlosetdarofaeal poeéel
mal ities in a process system and pr opAagdtyisdrs mec

begins byadays amii mg of f r oanmn dt hbeo tdhe stirmgurs uramedat a | v z e d .
Gui de words are used to prepare questions to ana
specificatiocedshnsengarreasemdnsmahteceedbasasswérguesti ons.
Whi lystematic and exhaustiitMdi iszndd Ity gios aipp | yo dairhb I

desigmnisikibge and time intensive.
(3) -Bioew Di agr am

Generally, a-tdieagsrhaanpei ni sa ubsoewd. Thewhtitlhegelt epheno
shows causes that coul dihke sid gtetw wichodn Isteagrudeenttc lregsh e n o n
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phenomenon. This method combines the pgdrhgventi ve n
ventive meascny ecguforfcwwche a phenomenon. This met hod
accident scenar iSOWIiFnT.combi nati on wi th

Whil e this method accacni deexnptl discig et nl ayio tdoi ed pphpadyrfta o at i on

ohazards,cacmnsuesdcgased oregesqui rod h etrh eneu ¢saVildEfTsuc h as

(49TAMP/ STPA -T(h®ygstedmsx Acci dent Maddheloranhdc PPooeeg ¢
Anal ysi s)
This method was tdlsead¢dledt psod bl e amamal ybénpt eknspspem:

rate techodl agi &3 /1 oT, which fsbetutwesnonl dméprptss
conventional met hods such as FMEA assume accident
and operational errors, this method is characterd:i

t er asc thieotew eene nt s .

l'ts advmaohl diddeesnt i fi cati on of abnormalities that
met hods ,athmawkyswds hl aledrs t han conventional met hod
tion to concept s tHodwe,vadinte/so rn od endseugpap olsa¢tdytsbd es. o f
cause of failgueaenoi tpei ver mnmsed mihieawe[m33 Jh.o dAs eixta mpd

of its appl iwhetnompaned tomcoedenti onal met hods.

Tabl2el Ashows a summary of the characteristics of
Tabl2el A Characteristics of each met ho
SWI FT FMEA HAZOP Bowi e| STAMP/ S

Out!l |[Questi o/Wi tahocul/Anal ysi|A met hoDevel op
situatijmachi nelbyassumil ustratfanal yze

deviatelconstsy|ldevi ati|lprocess|isafety -

nor mal ,|t emhfeai |t he d e gc a utsbehteals c al e
i are modeossitent, jget philsystem
edly asifor t hfcausesojnoand fjlcuses o
hazards|chines |sequemracausethin t he
identif|tified |analyzelconsequ|tion be
throughlef f eocnt s il lustriement s
storminlsystem shape o
met hod |l yzed tie
Typi (Concept,Det ai |l e{Det ai |l e|{Concept,/Concept,
stag(concept, concepticoncept,
applijdetail e detailedetaile
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Maj or
vant g
and d

vant ¢

Anal ysi
atively
be
t he

Can
to
concept

design.
Depend,
t he e X

of wor k:
partici
Acci der
nariiso n |

plicit

Syste
and e x|
anal ysi
si bl e.
Di f fi cu
ply
concept

dur

stage.
Labor ¢

i ntensi

Syste
and e x|
anal ysi
si bl e.
Di f fi cuy
ply
concept

dur

stage.
Labor ¢

i ntensi

Acci de
nari o i
Di ffic
identif
ards,
and con

qguenaess
only th
me t htohdi,e
guiring
met hods
SWI FT

Abnor m
thatnodbad
f ouuwdgitnh
convent
met hods
iden{ipb
Anal pas
| ower C
wi t h nfiaern
hour s t
convent
me t h[oadX]
be

conc

Can
t o
anar/ d
stages
Di ffic
condact(
tailed
of t he
failure
( Semiqu
tative
me nt i s
[ 23]
Fewappl
tions L
convent

met hod.

I LILIS ydRIWKT O G A OF f
Apractical
assume

analiyssidseso maibderi phham@esease

t wo

mloa snead |,

of ri sk

ntatva tg ait $ o n
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iPreparation of

Exampltddeo od ment s

(0) ConOps

Tabl

document s

mentioned i n sédotwnoms4 fbdl odfowtshi

e 1.1 ConOps

v Definiti of
Thi s
di st

acti

on
feature targ
rbances
policy,
the speed

u caus

on ca
put s
The
and ti
ship

wi t h

an

voyage plan c

me , and way
action
t he shi

gati on

pl an

p
Pl

point:

act
<Navi an>
Departure

Departure date
Arri

Arri

an
YY

and

al point:

al dat e
i nhRor tZzZ22

i nt

Wa y
arrival
Pol i

an

Wa y
<Action cy >

appropr
ot her
t he

be

Sec e

of
ng
d

i gation

Consideri
ti

di s

\'

on shoul mi

tance.

t he

feature
et s
ed
l cul
d the

onsi

a

by
at

given voyage pl an

marine weather, f
andesndioneachutepet t
the sh

departur

course for

of the
The
otne etrhien gv oaynadg ee npglian

ng the ship

sts

point. autonomous
based
ion plan wusi
XXX Port

d ti
Y Port

ti

me : Mont h/ dat e, X X

me : Mont h/ dat e, YY: YY

date and ti me: Mont h/ da

i ate ti to avoi
ships

oyage

me begin
ng
order t

ng

or causi fear o

pl an, i n 0

ni mized while secur.i

W Objective of the feature

The objective of this feature is tievelop the ship steering plan that includes responses to ex

obstacles and disturbances that may act as impediments in the realization of the voyage pl

control the ship according to that action plan approved by onboard crew.
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v Extend of automation and relation of a
tors)

Extent of automation of the present feat
Guidelines [4].

Collection of infore@taobnoowmnobbshacctelkl| e
the action plan are performed with this

The action plan is presented to the onbo
The action plan approved by the onboard

the present feature.

Within the assumed conditions of use for

performed with this feature. Outside the
met hod.
v Extent of remote control and relation

This feature does not have remote contro

vAssumed range of wuse
ship:

Ship Bame:

Type of ship: Ferry

Gross tonnage: 199 tons

Lod5 m

Wi dt h: 9 m

Navigation area: Coasting area

Rout e: Port XXX to Port YYY
Phase of operation: npomtl-afpeovddgat bemt (i

r Autonomous navigation met hods

Autonomous navigation of a ship equipped
from the onboard crew on the sea route
feature upon having the onboard crew con
Completing the autonomous navigation al o
and hanging over the tasks to the onboar
the ship |l eaves the ODD durcaoagditsonsubdt

navigation is stopped by handing over to

r Means of monitoring relevant feature
The sensor information coll ected and int

and the position of the 9phiopidetdhio the

dedi cated monitoring device on the ship.
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v Response procedures in case of deviatiod
Deviation from the ODD is detected by thi
alarm. After the crew switch from autono
crew take over the control of the ship.
(Functional requirements for the automation syst

t Mer mailt onmeavt ii @an

Tabll.B2unctional requiremen(tRBhdwea:
ID | Element name Task Subtask
Aut onon | Obtain integrated information on own ship
ship st ) ) | Obtain integrated information on other ships
| Establish action - )
system | and drifting objects
an
P ) ] | Obtain integrated information on marine
| Switch operation -
| weather conditions
1 phase (normal naviga o )
o _ | Calculate navigational safety and economic
tion K berthing) o
_ ficiency
| Diagnose own sta- ] )
. I Present ship action plans
us
| Obtain information necessary to diagnose o\
status
I nf or mg ) | Obtain information on own ship
) | Integrate infor- o ] ]
integr 4 ] ) | Obtain information necessary to diagnose o\
mation on own ship
system _ status
| I Diagnose own sta- o ] ]
2 lown shi . | Obtain information necessary to diagnose s¢
us
_ sor status
| Diagnose sensor o _ ]
I Transmit integrated information, own status,
status
and sensor status
I nf or mg ) | Obtain information on other ships and driftin
) | Integrate infor- )
integr g ] | objects
mation on other ships o ) )
system . ) | Obtain information necessary to diagnose o\
and drifting objects
ot her s ] status
3 ) ) | Diagnose own sta- o ) )
dri fti nt | Obtain information necessary to diagnose st
us
jects _ sor status
| Diagnose sensor o _ ]
I Transmit integrated information, own status,
status
and sensor status

25



Il nf or ma
integr g

system

| Integrate of the in-

formation on marine

| Obtain information on marine weather condi
tions (current location)

| Obtain marine weather condition forecast in/

rine we - formation
weather conditions o ) ]
) | Obtain information necessary to diagnose oy
| Diagnose own sta-
status
tus . . .
) | Obtain information necessary to diagnose st
| Diagnose sensor
sor status
status . . )
| Transmit integrated information, own status,
and sensor status
Shi p c¢ gl Calculate control

system

variables based on
ship action plans

| Rudder/engine con
trol

| Diagnose rud-
der/engine status

| Diagnose own sta-

tus

| Obtain ship action plans

| Obtain actual shipds
| Calculate of the deviation between the ship |
tion plans and the sHh

| Compare current situation with control thres|
old values
| Transmit rudder/engine status and own statl

Aut onon
operati
managen

system

| Control mode
switching instructions
| Diagnose own sta-

tus

| Obtain information on own ship, other ships,
drifting objects, marine weather conditions

| Obtain information on the status of each sys
tem

| Determine whether inside or outside ODD

| Obtain information necessary to diagnose oy

status

Onboard

| Approve/revise the
action plan

| Switch the ship
steering mode

| Emergency re-
sponse (forced switch

over to manual mode

| Check information on own ship, other ships,
drifting objects, marine weather conditions

| Check the action plan established by autonc
mous ship steering system

I Check the instruction of switching the ship
steering mode by autonomous operation mang
ment system
| Constant monitoring of each system operati
| Constant monitoring of surroundings of own

ship
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Tabl ubhcB8i onal requiremen(tBhdoeg:
ID | Element name Task Subtask
Aut onon | Obtain integrated information on own ship
shspeer | Obtain integrated information on other ships
sy st em || Establish berthing/ | and drifting objects
unberthing action plan | Obtain integrated information on marine
| Switch operation | weather conditions
1 phase (unberthing | Calculate navigational safety and economic
normal navigation) ficiency
| Diagnose own sta- | | Present ship action plans for berthing/ unbei
tus ing
| Obtain information necessary to diagnose oy
status
I nf or myg . | Obtain information on own ship
| Integrate infor- o ) )
integr 4 ) ) | Obtain information necessary to diagnose oy
mation on own ship
system _ status
| I Diagnose own sta- o ) )
2 lown shi . | Obtain information necessary to diagnose s¢
us
_ sor status
| Diagnose sensor o . .
| Transmit integrated information, own status,
status
and sensor status
Me a s ur i|l Measure the dis-
Sy st em |tance between own _ N
] ) | Obtain the position of the berth
di st an dshipand the berth _ N .
_ | I Obtain the position of own ship
t he ber | Activate analarm in o _ .
o | Obtain information necessary to diagnose oy
3 case of proximity
_ status
| Diagnose own sta- o ) .
. | Obtain information necessary to diagnose st
us
_ sor status
| Diagnose sensor
status
I nf or mg ) | Obtain information on other ships and driftin
| Integrate infor- ]
integr g ] | objects
mation on other ships o ] ]
system . ) | Obtain information necessary to diagnose o\
4 and drifting objects
ot her s ] status
~ | | Diagnose own sta- o ) _
dri fti nt | Obtain information necessary to diagnose s
us
jects sor status

27
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| Diagnose sensor

| Transmit integrated information, own status,

status and sensor status
Il nf or ma | Obtain information on marine weather condi
integr g tions (current location)

system

| Integrate of the in-

formation on marine

| Obtain marine weather condition forecast in/

rine we - formation
weather conditions o ) ]
) | Obtain information necessary to diagnose o
| Diagnose own sta-
status
tus . . .
) | Obtain information necessary to diagnose st
| Diagnose sensor
sor status
status . , )
| Transmit integrated information, own status,
and sensor status
Shi p c¢ gl Calculate control

system

variables based on
ship action plans for
berthing/unberthing
| Rudder/engine con
trol

| Diagnose rud-
der/engine status

| Diagnose own sta-

tus

| Obtain ship action plans for berthing/ unbert

ing

| Obt ain actual shipods
| Calculate of the deviation between the ship |
tion plans for berthi
position

| Compare current situation with control thres|
old values

| Transmit rudder/engine status and own statl

Aut onon
operati
managen

system

| Control mode
switching instructions

| Diagnose own sta-

| Obtain information on own ship, other ships,
drifting objects, marine weather conditions, ani
distance to the berth
| Obtain information on the status of each sys

tem

tus | Determine whether inside or outside ODD
| Obtain information necessary to diagnose o
status
Onboar dl Approvel/revise the

action plan for berth-
ing/unberthing
| Switch the ship

steering mode

I Check information on own ship, other ships,
drifting objects, marine weather conditions
I Check the action plan for berthing/unberthin

established by autonomous ship steering systé
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| Emergency re-
sponse (forced switch

over to manual mode

| Check the instruction of switching the ship

steering mode by autonomous operation mang

ment system

| Constant monitoring of each system operatis

I Constant monitoring of surroundings of own

ship

(2X)Yystem architecture

t hat cl ar

Onboard crew

-App

- Voyage plan (given)
- Performance of own ship (given)
- Information on own ship, other ships, drifting objects, marine
weather conditions and ship action plans

- Status information of each system and sensor
- 0DD (given)

- Operation phase switchin|

osition (given

rove/revise the action plan

- Switch the ship steering mode
- Emergency response (forced switchover to manual mode)

A

Control mode switching
instruction

iL surveilance Action plan

system

Autonomous operation Management

Approve/revise the action plan
Surveilance

Autonomous ship steering system

ship action plans

sensor
- ODD (given)

- Information on own ships, other ships,
drifting objects, marine weather condition,

- Status information of each system and

Status of own ship
and action plan

- Voyage plan (given)

- Performance of own ship (given)

- Information on own ship

- Information on other ships and drifted objects
- Information on marine weather conditions

- Position for switching operation phase (given)
- Own system status

ies the ent

- Control mode switchinginstructions

- Diagnose own status
A

A A A

Marine weather

e Marine
conditions, own
weather
status, sensor .
conditions

status

- Establish action plan

- Operation phase changeover (normal navigation
- berthing)

¥»| - Diagnose own status

Own status,

|Action plan

Ship control system

- Ship action plans

Own ship information,

status, sensor status

Information on other
ships/drifting objects,

other
own status, sensor status
! ship/drifting
objects

Information on

own ship Own ship

rudder/engine status

- Own ship position

- Rudder/engine control information
- Status of rudder/engine

- Own status

- Calculate control variables based
on ship action plans

Information position

marine weather

Information integration system for

other ships/drifting objects

Information integration system for

Information integration system
for own ship

conditions (current location)
- Marine weather condition
forecast information

- Own system status

- Sensor status

- Information on marine weather

-Position, COG, speed, etc. of other
ships/drifting objects

- Own system status

- Sensor status

- Position, COG, speed, etc.

- Own system status

- Sensor status

- Integrate information on own

and drifting objects

marine weather conditions
- Diagnose own status
- Diagnose sensor status

- Integrate of the informationon

- Diagnose own status
- Diagnose sensor status

-Integrate information on other ships

ship
- Diagnose own status

- Diagnose sensor status
A

Sensor

Sensor
acquisition data

acquisition data

Sensor
acquisition data

GNSS, magnetic compass,

| Radar, AIS, cameras, etc.

| gyrocompass, water-speed

Anemometers, anemometers,
wave height gauges, etc.

indicator, Doppler sonar, etc.

- Rudder/engine control
- Diagnose rudder/engine status

- Diagnose own status

Iy
Control

Rudder/engine
status

Rudder/Engine |

Fi gurSey sit.elm an ®lhidNoHe cantalwiegat i on
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Onboard crew

- Voyage plan (given)

- Performance of own ship (given)

- Information on own ship, other ships, drifting objects, marine
weather conditions, distance to the berth, and ship action plans for

berthing/ unberthing
- Status information of each system and sensor
- 0DD (given)
- Operation phase switchi ition (given)
- Approve/revise the action plan for berthing/unberthing
- Switch the ship steering mode
- y response (forced switchover to manual mode)
Approve/revise the action plan
- . Action plan for for berthing/unberthing
Control mode switching surveilance  perthing/unberthi oy
instruction
Autonomous operation Management ous ship steering system
system - Voyage plan (given)
- Information on own ships, other ships, - Performance of own ship (given)
B drifting objects, marine weather - Information on own ship
Distance to berth, conditions, distance to the berth, ship ~Target position for berthing/ unberthing and
own status, sensor action plans for berthing/ unberthing distance from the berth
tatus - Status information of each system and Status of own ship |- Information on other ships and drifted objects
sensor and action plan - Information on marine weather conditions
- 0DD (given) for berthing/ - Position for switching operation phase (given) laction plan
- Control mode switching instructions unberthing - Own system status
- Diagnose own status - Establish berthing/ unberthing action plan
- Operation phase changeover (unberthing 2
normal navigation)
¥ - Diagnose own status
3 Ship control system
Own status, - Ship action plans for berthing/
rudder/engine status| unberthing
Own ship information, - Own ship position
warning status, sensor status - Rudder/engine control
information
Information on other - Status of rudder/engine
Distanceto | Marine weather Marine shlpsfd{lf:lng objects, Information on Own ship Own ship [Qwnstatus ] 0":'” Ttatus e
berth conditions, own eather own st ataL:s,:ensor ‘ uthgr- Information position -Cal ;u alet_mnlr‘n variables bases
stalus, sensor conditions . ship/drifting on ship action plans
status objects - Rudder/engine contral
- Diagnose rudder/engine status
Measuring system for the Information integration system Information integration system for Information integration system - Diagnose own status
distance from the berth for marine weather other ships/drifting objects for own ship
- Location of the berth ~Information on marine weather | | -Position, COG, speed, etc. of other ~Position, COG, speed, etc Control Rudder/engine
- Own status conditions (current location) ships/drifting objects - Own system status status
- Sensor status - Marine weather condition - Own system status - Sensor status Rudder/Engine
- Measure the distance between forecast information - Sensor status - Integrate information on own
own ship and the berth - Own system status -Integrate information on other ships ship
- Activate an alarm in case of - Sensor status and drifting objects - Diagnose own status
proximity - Integrate of the informationon - Diagnose own status - Diagnose sensor status
- Diagnose own status marine weather conditions - Diagnose sensor status
- Diagnose sensor status - Diagnose own status Sensor
- Diagnose sensor status sensor acquisition data
Sensor acquisition data -
acquisition data Sensor GNSS, magnetic compass,
y acquisition data | Radar, AIS, cameras, etc. | ngrrocompass, water-speed
Lidar indicator, Doppler sonar, etc.

Anemometers, anemometers,
wave height gauges, etc.

Fi gurSey sit.e2n an( Phiatsect Beet hi ng/ unberthing)

Outline of the iauvteamatli mmpegywdtieem of t he
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Data acquired by
own ship’s sensor

Sensor acquisition

ships/drifting objects

Marine weather sensor
acquisition data

Information
integration

Information
integration

Information
integration

Operation phase

switching ———
Switching position Operation phase
operation switching
phase position
Operation
Phase
Current position m—
Navigation plan Operation phase oDD
Navigation plan
Integrated
information of own — Integrated
Ship information ipformation of ow Ship performance

ship
Ship
Integrated Integrated performance
information on Information on other information on Establish action
other ships/drifting  ships/drifting objects  other ships/drifting plan
objects objects
Integrated
j Marine weather
marine weather information  Integrated
information on
marine weather Action plan
action plan
Action plan
Ship
Control performance
variable
calculation

Control variables

Rudder/Engine

FigurGutl.inhe of theeigardi maglnawt afa hidbones malv -

Status information
integration system for,

other ships/ drifting
ohjects

Own ship sensor Status
status gnosis
Status diagnostic results
Other ships/drifting tatu: result res!
- of other ships/drifting =
objects sensor status gnosi er ships/drifting
objects sensor
Marine weather Status
sensor Status diagnosis

Di

Diagnostic
result

iagnostic

i gati on

autonomous operation
management system

Status
gnosis

Diagnostic result

l Status of the

Status diagnostic results
of own ship's sensor

oD

DIagNOSHC s Status diagnostic results of

result Status diagnostic results autonomaus operation

of marine weather sensor=— oD management system
Status

Diagnostic m ~ N

result of information Diagnostic result

integration system for
own ship

Di

Di

agnostic _____ switching Information
Ship control system Status result Status diagnostic results position integration
status. gnosis of ship control system —_—

Diagnostic
result

jagnostic

phase
Rudder/engine statu: Status result Status diagnostic results __| switch
gnosis of rudder/engine status

Operation phase

Control mode
Control

mode
judgment

Status diagnostic results
of information

integration system for —— Operation phase
other ships/ drifting

objects
Operation phase Integrated Integrated
Diagnostic Status diagnostic results '”f“'m“;“:.'" of Integrated inf:rrenaarl?url on
: nos : own shi
result _ of information integration__|  operation phase ? information on other arine weather

system for marine

wethor Current ships/drifting objects

Operation POSIION e Other ships/drifting Marine weather

Ship Information objects information information

Integrated
information on

Integrated Integrated
information of own information on other
marine weather

ship
Information Information
integration integration
Operation phase

switching Data acquired by Other ships/drifting Marine weather
own ship’s sensor objects sensor data sensor data

idhe of theeigmatr didiegd ifsdigamnsat. i dcNror ma |
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Current position

Data acquired by
own ship’s sensor

Integrated

Information

integration ship

Sensor acquisition Integrated
- data_ OT uther. Information inforrr}atiun_m_]
ships/drifting objects integration other ships/drifting
objects
Marine weather sensor Integrated

ion data

Information
integration

FigurCautl.ithe

Sensor status for Diagnostic

measuring distance Status result 5“’:?:’“;:‘:;“;""5:"5
toberth diagnosis nsorfor ber
—distance ___
Diagnostic

Own ship sensor Status result  status diagnostic results __|
STatus diagnosis af own ship's sensor
T r—
Other ships/drifting Status result alus diagnostic resulls
; of other ships/drifting —|
objects sensor status ,_diagnasis
abjects sensor

information of own

information on
marine weather

of

Operation phase
switching

Operation phase

Switching position tion
operation SWIt_Cl_\Ing
phase position

Target position of
berth

Navigation plan Operation phase oDbD

Navigation plan

Target
position of
Integrated berth —
Ship information information of own Ship performance

ship

Ship
performance

Integrated
information on
other ships/drifti

objects

Establish action
plan for
berthing/unberthing

Information on other
ships/drifting abjects

Marine weather

information Integrated

information on
marine weather

Action plan for
berthing/unberthing

action plan for

Action plan for
berthing/unberthing
Ship
Control performance
variable
calculation

Control variables

theeigatrei mal
berthing)

aoap en@imiowe: nRer tghaitn g/

management system

Status
diagnosis

Diagnostic result

Status of the
autonomous operation

opD
Status diagnostic results of
autonomous operation
oD management system

Diagnostic result

Diagnostic e
Marine weather resu__ Status diagnastic results
Sensor Status 1

diagnosis Status
Status of the Diagnostic  Status diagnostic results
ion Status result of

integration system for ,_diagnasis integration system for

own ship —ownship

Status diagnostic results
Status information g

Diagnostic .
i
integration system for_# Status result of information
ther ships/ drifting * %_ diagnos| integration system for =
o 28 other shipsf drifting

objects bierts

Control mode
Control

mode
judgment

Operation phase_—"

Operation phase Integrated

Status of information Diagnostic “Status diagnostic results
integration system for,_/”_ Status result___of information integration
marine weather diagnosis system for marine

‘weather
status, 7 status
Nignoss /1

Diagnostic

Ship control system Status result __ Status diagnostic results _|
Status diagnosis of ship control system

Diagnostic
result_ status diagnostic results __|

of rudder/engine status

information of

) own ship integrated Integrated Distance to berth
Operation phase information on ather information on
Current ships/drifting objects arine weather

position

Operation Other ships/drifting Marine weather Distance to berth

phase Ship Information obijects information information
switch Distance to
Integrated Integrated Integrated
information on other’ information on

information of own
Operation phase ships/drifting objects marine weather

Status measuring Diagnostic ~Status diagnosis results
system for the Status result__ of measuring systemfor __|
istance from the  \_diagnasis the distance from the
berth  hemh

| ship
switching Information Information Information
position integration integration integration
Operation phase Sensor data far
switching Data acquired by Other ships/dritting Marine weather measuring distance

own ship’s sensor
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the eigardi mag.l

(4Qutline of the division of roles for the
Tabl @uill d4ne of the division of r dIPdhsasfear
navigation)
Autol I nfo Info| InfoShip|Autol Onbo:
mous mati|mati o mati|trol |[mous Cr ey
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operation | Switch- .
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mation on grating veillance
own ship infor-
mation
Obtaining
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mation on uirin
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other and inte- i
) o o veillance
ships/drifti grating in-
ng objects, formation
etc.
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Obtaining .
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) grating veillance
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mation )
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Establish-

in
J ] (1) Estab- (2) Ap-
(avoid- o )
lishing proving
ance) ac-
tion plan
Executing
(avoid- (1) Exe- (2) Sur-
ance) ac- cuting veillance
tion plan
Diagnosis 1) Diag- 1) Diag-
9 ()-g (1) Diag- ().g
of related nosis of ] nosis of (2) Sur-
) nosis of ) i
sensor sta- condi- N condi- veillance
] conditions )
tus tions tions
) _ | (1) Diag- | (1) Diag- ) (1) Diag- | (1) Diag- | (1) Diag-
Diagnosis ) ) (1) Diag- . ) )
nosis of | nosis of ] nosis of | nosis of | nosis of | (2) Sur-
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condi- condi- N condi- condi- condi- | veillance
status ) ] conditions ) ] )
tions tions tions tions tions
Judging
inside or
_ (1) Judg-
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ingand | (2) Sur-
ODD and . .
) determin-| veillance
determin- )
: Ing
Ing steer-
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Control
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switching (1) Con-
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) o (2) Mode
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) switching
control instruc-
mode tions
switch-
over
Forced (1) sur-
switch- veillance
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manual Switch-
mode over to
manual
mode
Tabl ®@utl bne of the division of r dlIPdhsasfea
ing/unberthing)
Infor- Infor- | Measur- Autono-
Infor- o ) )
; mation in-| mation | ing sys- mous
Autono-| mation ) )
; tegration | integra-| tem for , opera-
mous | integra- ] ] Ship )
) ) system for| tion the dis- tion Onboar
Task ship tion control
) other system | tance man- | dcrew
steering| system ; ) system
ships/drift | for ma- | from age-
system | forown | )
o ing ob- rine the ment
ship )
jects weather| berth system
Switching @ (2) Sur-
operation | Switch- veil-
phase ing lance
(1) Ac-
uirin
Obtaining g _ g
) and in- (2) Sur-
infor- )
) tegrat- veil-
mation on o
) ing in- lance
own ship
for-
mation
Obtaining
infor- (1) Ac-
mation on quiring (2) Sur-
other and inte- veil-
ships/drift grating in- lance
ing ob- formation
jects, etc.
Obtaining (1) Ac- (2) Sur-
marine quiring veil-
weather and lance
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infor- inte-
mation grating
infor-
mation
Measur-
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Measur- veil-
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Establish-
ing action
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an for .
P ) tablish- .p
berthing/ ) proving
ing
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ing
Executing
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(2) Sur-
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) ) veil-
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Diagnosis @) ) @) | (1) Diag- @) ) @) ) @) ) @) | (2) Sur-
agnosis| agnosis . agnosis| agnosis| agnosis| agnosis )
of own nosis of veil-
of con- | of con- N of con- | of con- | of con- | of con-
status - N conditions| N - - lance
ditions | ditions ditions | ditions | ditions | ditions
Judging
inside or
: 1)
outside Judai 2)'s
udgin ur-
the ODD o9 .
and de-| veil-
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Control
mode (1)
switching Control
. (2
instruc- mode
. ) Mode
tions and switch- )
o switch-
control Ing In- .
ing
mode struc-
switch- tions
over
(1) Sur-
veil-
Forced
] lance
switch-
2
over to .
Switch-
manual
over to
mode
manual
mode
(50ODD of an automation system
Tabl &©&DD. 6f an aut omati on

Marine area conditions

Navigation zone

Designated ship course

Waters within a departing/ar-

riving harbor

There shall beccupied waters necessary for change of dil

tion in the harbor: 3 L of occupied waters

Waters around a departing/ar

riving the berth

There shall be occupied waters necessary for departing fi

or arriving at the berth: 0.5 L of occupied waters

Degree of congestion

Low Congestion: Up to 8 ships within a 3 NM range

Ships not equipped with AIS

and obstructions

No nonrAlS equipped ships or obstacles that the system ¢
not detect: No dangerous obstacles of less than 1 m in si:
within 500 m

Environmental condition

Marine weather

Calm condition: Wind: 7 m/s or less, wave height: 1.5 m @

less, and visibility: 500 m or more

Time

All day

Internal state
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System state Running normally: No error indication

Equipment required faspera- . o
Running normally: No error indication

tion
Ship motion Within design constraints of the hull: No anomaly indicate
oth No emergency events have occurred: No inboard fire, out
er

board fire, overboard, emergency signal interception, etc.

i R.sk anal ysi s

Examples of HAZI D WS areThbeswnaria i akmkihsanshkel ¥ sasd
1 autonomous edcn ptovéei §IPr eppl at hhdheotletioFolumeohs) c
(Freqguencsyl I(rmSkerxe) nRIYRIl mid elxggd e h)e same as those of
procedure document .
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Sheet ID: 1

Phase: Normal navigation

Tabl

e 1.7 (RAZEB:

WSI ogrgnmbai lo nn a

Index(only Index(Include
ID |Hazard Causes Consequences Existing Safeguards existing Recommendatiofsafeguards Comments
safeguards) recommendation)
SI_|FI |RI SI_|FI |RI
Autonomous ship steering system
® Alarm for each system
failure
C1.1 Input information fAlarm Yvhen Varons
: : information and voyage
not obtained or incorrect ians are not-enterad
(information on own ship, fDoubIe—checkin whiai
other ships and drifting e gl ol . * Recommendations
objects, marine weather, €heenng voyage P ahs mprwgmen to improve the
® Alarm when jumping of the action
ent) E1.1 Abnormal osition of own ship or lannin Satety mare:
C1.2 Voyage plan (given) |approach to other pth ¢ ships/drifts P pl rith?n e Verification of
Y not obtained or incorrect |ships/objeds, or sl : S : outputs and
Error in 2 3 ® Prior verification by * Consideration : :
astablishin C1.3 Faulty algorithm for |areas with simulations of adtion of reasuresio introduction of
1 —— 9 establishing the ship grounding risk . 1f 5| 6 A — functions to deal
e adtion plan in the E1.2 Collision, ECo’nnegcc gnl i :'elip;bility 4 with the verification
P autonomous ship steering|grounding, Vek® results
5 removable media with no (redundancy, e
system capsizing, and R . . : (implemented by
. = viruses detected by virus etc.) (including ;
C1.4 Failure or sinking 3 human or madhine,
7 detection software as well cost-benefit %
malfunction of the A depending on the
as no connection to study)

autonomous ship steering
system

C1.5 Malware infiltration
or hadking

external networks

* Constant monitoring by
the onboard crew

o forced switchover to
manual steering by
onboard aew

level of automation)
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No
implementat;
ion of the
adtion plan

C2.1 Input information
not obtained (information
on own ship, other ships
and drifting objeds,
marine weather, etc.)
C2.2 Voyage plan (given)
not obtained

C2.3 Failure or
malfunction of the
autonomous ship steering
system

C2.4 Malware intrusion or
hadking

C2.5 Failure to receive
inquiry (trigger for
activating this function)

Same as ID1

WAIITITTUN QU T SYSTETT
failure

® Alarm when various
information and voyage
plans are not entered

® Alarm when a certain
amount of time has
elapsed

* Pre verificaton through
simulations

* Conned: only to
removable media with no
viruses detedted by virus
detection software as well
as no connection to
external networks

® Constant monitoring by
the onboard crew

» forced switchover to
manual steering by

L. |

(=)}

Same as ID1

* Recommendations
to improve the
safety more:

e If there is no
response, the inquiry
source shall be made
to ask again with
new input
information.

e Introduce a
function to deal with
no response even
after re querying
(implemented by
human or madhine,
depending on the
level of automation)
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w

Too late/too
early
implementat
ion of the
adtion plan

C3.1 Input information
not obtained or obtained
at the wrong time
(information on own ship,
other ships and drifting
objects, marine weather,
etc.)

C3.2 Failure of the
autonomous ship steering
system'’s berthing/
unberthing action
planning algorithm (too
much time is spent on
calaulations for action
planning)

C3.3 Failure or
malfunction of the
autonomous ship steering
system

C3.4 Malware infiltration
or hacking

C3.5 Wrong timing of
inquiry (trigger for
adctivation of this
function)

Same as ID1

Same as ID2

(=)}

Same as ID1

* Recommendations
to improve the
safety more:

e If the response is
too late, the inquiry
source shall be made
to ask again with
new input
information.

® Introduce a
function to deal with
cases where a
response is not
received in time
(implemented by
human or machine,
depending on the
level of automation)
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Error in the
switching
operation
phase
(normal
navigation
phase to
berthing
phase)

C4.1 Incorredt input of
the (given) position to
switch the operation
phase

C4.2 Incorred: input
information (own ship’s
position information)
C4.3 Failure or
malfunction of the
autonomous ship steering
system

C4.4 Malware intrusion or
hacking

E4.1 Deviation
from course

E4.2 Abnormal
approach to other
ships/objeds,
berth, or areas
with grounding
risk

E4.3 Collision with
other ships or
berth, grounding,
and capsizing or
sinking

® Alarm for each system
failure

* Double chedk when
inputting the operation
phase switching position
® Alarm at the ime of
position jump of own ship
® Alarm at the ime of
route deviation

® Pre verification through
simulations

* Conned: only to
removable media with no
viruses detedted by virus
detection software as well
as no connection to
external networks

® Constant monitoring by
the onboard crew

» forced switchover to
manual steering by
onboard aew

* Consideration
of measures to
improve system
reliability
(redundancy,
etc.) (including
cost-benefit
study)
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No
changeover
of the
operation
phase
(normal
navigation
phase to
berthing
phase)

C5.1 Incorrect input of
the (given) position to
switch the operation
phase

C5.2 Incorredt input or
no input of input
information (own ship’s
position information)
C5.3 Failure or
malfunction of the
autonomous ship steering
system

C5.4 Malware intrusion or
hadking

C5.5 Failure to receive
inquiry (trigger for
adtivating this function)

Same as ID4

® Alarm for each system
failure

® Alarm if operation phase
switching position or own
position are not entered

® Alarm at the ime of
position jump of own ship
® Alarm at the ime of
route deviation

* Pre verification through
simulations

® Adtivate alarm when a
certain distance from the
operation phase switching
position is exceeded

* Conned: only to
removable media with no
viruses detedted by virus
detection software as well
as no connection to
external networks

® Constant monitoring by
the onboard crew

e forced switchover to
manual steering by
onboard aew

(=}

Same as ID4

Same as ID2
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C6.1 Wrong timing of
obtaining input
information (own ship’s

® System failure alarm

® Alarm at the ime of
route deviation

® Pre verification through

Too late/too |position) simulations
early to C6.2 Malfunction of the ® Adtivate alarm when a
implement [operation phase certain distance from the
switching switching algorithm operation phase switching
the (switching operation position is exceeded
operation  |takes too long) ® Conned: only to
3 Same as ID4 L. 6[/Same as ID4 Same as ID3
phases C6.3 Failure or removable media with no
(normal malfunction of the viruses detected by virus
navigation |autonomous ship steering detection software as well
phase to system as no connection to
berthing C6.4 Malware intrusion or external networks
phase) hadking * Constant monitoring by
C6.5 Wrong timing of the onboard crew
inquiry (trigger for » forced switchover to
activating this function) manual steering by
onboard aew
® Pre verification of the
C7.1 Wrong algorithm for s self-diagnostic function
the self-diagnostic *Misdiagnoseas ® Conned: only to
function of the ROTTHE] Wit removable media with no
o :u::nomous ship steering itnr;c;:;nealas 154 \(;l;:s:ts dete:vevd by virusII
. . ystem . * Misdiagnose as ection so . are aswe
7|diagnosis of |C7.2 Incorredt input sbhormalwhan,  |25he connection to 6|Same as ID4
own status |information (information external networks

required for self-
diagnosis)

C7.3 Malware intrusion or
hadking

normal

— Switch to
manual steering
based on alarm

* Constant monitoring by
the onboard crew

» forced switchover to
manual steering by
onboard arew
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No
implementat
ion of the
diagnosis of
own ship's
status

C8.1 Failure, malfunction,
or stoppage of the self-
diagnostic fundion of the
autonomous ship steering
system

C8.2 Input information
(information necessary
for self-diagnosis) not
obtained

C8.3 Malware intrusion or
hacking

* Diagnosis not
performed when
normal

— No problem
(alarm will be
activated when a
certain period of
time is exceeded)
* Diagnosis not
performed when
abnormal

— Same as ID4

® Pre verification of the
self-diagnostic function

® Alarm activated when a
certain amount of time is
exceeded

® Conned: only to
removable media with no
viruses detected by virus
detection software as well
as no connection to
external networks

* Constant monitoring by
the onboard crew

» forced switchover to
manual steering by
onboard aew

v

Same as ID4
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Too late/too
early to
implement
the
diagnosis of
own status

C9.1 Failure or
malfunction of the self-
diagnostic fundion of the
autonomous ship steering
system

C9.2 Malfunction of the
self-diagnostic algorithm
of the autonomous ship
steering system (self-
diagnostic operation
takes too much time)
C9.3 Incorredct timing for
obtaining input
information (information
necessary for self-
diagnosis)

C9.4 Malware intrusion or
hadking

® Too late to
diagnose when
normal

— No problem
(alarm will be
activated when a
certain period of
time is exceeded)
* Too late to
diagnose as
abnormal when
abnormal

— E9.1 Delay in
switching to the
manual operation
E9.2 Autonomous
operation outside
oDD

E9.3 Deviation
from course

E9.4 Abnormal
approach to other
ships/objeds, or
areas with
grounding risk
E9.5 Collision,
grounding,
capsizing, or
sinking

Same as ID8

(=)

Same as ID4

Information integration system for own ship
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Error in

integration
of own ship
information

C10.1 Inconsistency in
input information (e.qg.,
different data between
sensors of own ship,
integration with old
information, etc.)

C10.2 Failure or
malfunction of the
information integration
function and, error in the
integration algorithm
C10.3 Malware intrusion
or hacking

E10.1
Establishment of
the incorrect
avoidance action
plan

E10.2 Incorrect
calculation of the
control variables
E10.3
Incorrect/no
switching of the
operation phase
E10.4 Deviation
from course
E10.5 Abnormal
approach to other
ships/objeds or
areas with
grounding risk
E10.6 Collision,
grounding,
capsizing, or
sinking

® Advance verification of
the information
integration function

® Integrating a method
for dealing with
discrepandes in data
(which data should be
prioritized)

o Alarm for each system
failure

* Warnings when the
same type of data differs
* Conned: only to
removable media with no
viruses detedted by virus
detection software as well
as no connection to
external networks

® Constant monitoring by
the onboard crew

» forced switchover to
manual steering by
onboard aew

(=)

* Consideration
of measures to
improve system
reliability
(redundancy,
etc.) (including
cost-benefit
study)

* Improvement
of the
information
integration
algorithm

* Recommendations
to improve the
safety more:

* Management of
the reliability of
integrated
information
(reliability evaluation
and formulation of
countermeasures in
case of low
reliability)
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No
implementat
ion of
integrating
information
of own ship

C11.1 Inconsistency in
input information
(different data between
sensors of own ship)
C11.2 Failure or
malfunction of the
information integration
function and error in the
integration algorithm
C11.3 Malware intrusion
or hacking

C11.4 Failure to receive
inquiry (trigger for
adtivating this function)

Same as ID10

® Advance verification of
the information
integration function

® Incorporating a method
for dealing with
discrepandes in data
(which data should be
prioritized)

o Alarm for each system
failure

® Warnings when the
same type of data differs
® Alarm activated when a
certain amount of time is
exceeded

® Conned: only to
removable media with no
viruses detected by virus
detection software as well
as no connection to
external networks

* Constant monitoring by
the onboard crew

o forced switchover to
manual steering by
onboard aew

ul

Same as ID10

* Recommendations
to improve the
safety more:

e Introduce a
function to deal with
the absence of
outputs (e.g.,
restarting the
system in question;
prepared separately
from diagnosis of
own to deal with the
case of a stoppage
of functionality)
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Too late/too

C12.1 Malfunction of the
information integration
function/algorithm
(information integration
takes too much time)

E12.1
Establishment of
the incorrect
avoidance action
plan

E12.2 Incorrect
calculation of the
control variables
E12.3 Switch the

* Recommendations
to improve the
safety more:

ly t $ e ti h
ier:r Iyer:ent C12.2 Wrong timing of :Es:rao:m pos?tsi(e)n e Introduce a
12| P ; information acquisition g p ¢ Same as ID11 6|Same as ID10 function to deal with
integrating 3 E12.4 Deviation ;
; from different sensors large delaysin
own ship : 3 from course
: : C12.3 Malware intrusion output (e.qg.,
information ] E12.5 Abnormal :
or hacking P —— restarting the
C12.4 Wrong timing of PP : system in question).
(e : ships/objedts or
inquiry (trigger for areas with
adtivating this function) ) .
grounding risk
E12.6 Collision,
grounding,
capsizing, or
sinking
wlo 1l Tarrdre Ul
malfunction of the self-
diagnostic fundtion L
. 2 Wi i
Error in the fcoj;i:e S;;T;:'izz;im Improvements
13|diagnosis of : 9 Same as ID7 Same as ID7 6|in algorithm for
function X :
own status self-diagnostic

C13.3 Incorred: input
information (information

required for self-

.

function




No
implementat
14|ion of the
diagnosis of
own status

Cc14.1 Failure,
malfunction, or stoppage
of the self-diagnostic
function

C14.2 Input information
(information necessary
for self-diagnosis) not
obtained

C14 3 Malware infriision

Too late/too
early to
implement
the
diagnosis of
own status

15

Same as ID8

Same as ID8

(o))

Same as ID13

C15.1 Failure or
malfunction of the self-
diagnostic fundion
C15.2 Malfunction of the
self-diagnostic algorithm
(self-diagnostic operation
takes too much time)
C15.3 Incorredt iming
for obtaining input
information (information
required for self-
diagnosis)

C15.4 Malware intrusion
or hacking

Same as ID9

Same as ID9

~I

Same as ID13
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16

Error in
diagnosing
sensor
status

C16.1 Failure or
malfunction of the status
diagnostic fundion for
the sensor

C16.2 Wrong algorithm
for the status diagnostic
function for the sensors
of own ship

C16.3 Incorred: input
information (information
required for sensor status
diagnosis)

C16.4 Malware intrusion
or hacking

* Misdiagnose as
normal when
abnormal

— Same as ID10
* Misdiagnose as
abnormal when
normal

— Switch to
manual steering
based on alarm

® Pre verification of the
status diagnostic function
and algorithm for the
sensor

* Conned: only to
removable media with no
viruses detedted by virus
detection software as well
as no connection to
external networks

.
Improvements
in algorithm for
the diagnostic
function of the
sensor status

17

No
implementat
ion of the
diagnosis of
sensor
status

C17.1 Failure or
malfunction of the status
diagnostic fundion for
the sensors of own ship
C17.2 Input information
(information necessary
for sensor status
diagnosis) not obtained
C17.3 Malware intrusion
or hacking

® Diagnosis not
performed when
abnormal

— Same as ID10
® Diagnosis not
performed when
normal

— No problem
(alarm will be
activated when a
certain period of
time is exceeded)

® Pre verification of the
status diagnostic function
for the sensors

® Alarm activated when a
certain amount of time is
exceeded

* Conned: only to
removable media with no
viruses detedted by virus
detection software as well
as no connection to
external networks

v

Same as ID16
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18

Too late/too
early to
implement
the
diagnosis of
sensor
status

C18.1 Failure or
malfunction of the status
diagnostic fundion for
the sensors of own ship
C18.2 Malfunction of the
sensor status diagnosis
algorithm (status
diagnosis operation takes
too much time)

C18.3 Wrong timing of
obtaining input
information (information
required for sensor status
diagnosis)

C18.4 Malware intrusion
or hadcking

* Too late to
diagnose as
normal when
normal

— No problem
(alarm will be
activated when a
certain period of
time is exceeded)
* Too late to
diagnose as
abnormal when
abnormal

— Same as ID12

® Pre verification of the
status diagnostic function
and algorithm for the
sensors

® Alarm activated when a
certain amount of time is
exceeded

* Conned: only to
removable media with no
viruses detedted by virus
detection software as well
as no connection to
external networks

v

Same as ID16

Information inte

ration system for other shi

ps and drifting objects
ElY.1l

19

Error in
integration
information
of other
ships and
drifting
objects

CTI9. T IMOOTTSISTENTy 1T
input information (e.qg.,
different data between
sensors, integration with
old information)

C19.2 Failure or
malfunction of the
information integration
function as well as errors
in the integration

alaarithim

Establishment of
the incorrect
avoidance action
plan

E19.2 Abnormal
approach to other
ships/objeds or
areas with
grounding risk

£1Q 2 Collician

Same as ID10

(=)

Same as ID10

Same as ID10
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C20.1 Inconsistency in
input information (e.g.,
different data between

No sensors)
implementat|C20.2 Failure or
ion of malfunction of the
integration |information integration
20|information |function as well as errors |Same as ID19 Same as ID11 5|Same as ID10 Same as ID11
of other in the integration
ships and  |algorithm
drifting C20.3 Malware intrusion
objects or hacking
C20 4 Failure to receive
inquiry (trigger for
adtivating this function)
C21.1 Failure of
information integration
Too late/too |function/algorithm
early (information integration

21

implementat;
ion of
integration
information
of other
ships and
drifting
objects

takes too much time)
C21.2 Wrong timing of
information acquisition
from different sensors
C21.3 Malware intrusion
or hacking

C21.4 Wrong timing of
inquiry (trigger for
adtivation of this
function)

Same as ID19

Same as ID11

(o))

Same as ID10

Same as ID12
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Error in
22|diagnosing
own status

C22.1 Failure or
malfunction of the self-
diagnostic fundion
C22.2 Wrong algorithm
for the self-diagnostic
function

C22.3 Incorredt input
information (information
necessary for self-
diagnosis)

C22.4 Malware intrusion
or hacking

Same as ID7

Same as ID7

(=)

Same as ID13

No
implementat;
23lion of
diagnosing
own status

C23.1 Failure or
malfunction of the self-
diagnostic fundion
C23.2 Input information
(information necessary
for self-diagnosis) not
obtained

C23.3 Malware intrusion
or hacking

Same as ID8

Same as ID8

(o)

Same as ID13
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C24.1 Failure or
malfunction of the self-
diagnostic fundion
C24.2 Malfunction of the

Too late/too |self-diagnostic algorithm
early (self-diagnostic operation
24| MPlementat|takes too much time) ¢ oo g Same as 1D9 7|same as 1013
ion of C24.3 Wrong timing of
diagnosing |obtaining input
own status |information (information
required for self-
diagnosis)
C24 .4 Malware intrusion
or hacking
C25.1 Failure or
malfunction of the status o
: : 3 * Misdiagnose as
diagnostic fundion for
normal when
the sensors ——
Error in C25:2-Mrong aI.gorlthnA1 — Same as ID19
diagnosin for the status diagnostic « Misdiagnose as
25(%a9 9 |function for the sensors 9 Same as ID16 6[{Same as ID16
sensor . abnormal when
C25.3 Incorred: input
status normal

information (information
necessary for sensor
status diagnosis)

C25.4 Malware intrusion
or hacking

— Switch to
manual steering
based on alarm
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No
implementat;
ion of
diagnosing
sensor
status

26

C26.1 Failure or
malfunction of the status
diagnostic fundion for
the sensors

C26.2 Input information
(information necessary
for sensor status
diagnosis) not obtained
C26.3 Malware intrusion
or hacking

* Diagnosis not
performed when
abnormal

— Same as ID19
* Diagnosis not
performed when
normal

— No problem
(alarm will be
activated when a
certain period of
time is exceeded)

Same as ID17

v

Same as ID16

Too late/too
early
implementat;
27|ion of
diagnosing
sensor
status

C27.1 Failure or
malfunction of the status
diagnostic fundtion for
the sensors

C27.2 Malfunction of the
algorithm for the sensor
status diagnosis (status
diagnosis operation takes
too much time)

C27.3 Wrong timing of
obtaining input
information (information
required for sensor status
diagnosis)

C27 4 Malware intrusion
or hacking

* Too late
diagnosis as
normal when
normal

— No problem
(alarm will be
activated when a
certain period of
time is exceeded)
® Too late
diagnosis as
abnormal when
abnormal

— Same as ID19

Same as ID18

(=)

Same as ID16

Information integration system for marine weather
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C28.1 Inconsistency in
input information (e.g.,
different data between
sensors, integration with

!Error " old information)
integration :
; C28.2 Failure or
28|of marine 2 Same as ID19 Same as ID10 6|Same as ID10 Same as ID10
s malfunction of the
WeRLEl, information integration
information :
function as well as error
in integration algorithm
C28.3 Malware intrusion
or hacking
C29.1 Inconsistency in
input information (e.g.,
different data between
No sensors)_
: C29.2 Failure or
implementat .
i malfunction of the
29|integrating mformatnon Iritegrabion Same as ID19 Same as ID11 S5|Same as ID10 Same as ID11
; function as well as error
marine L ; .
in integration algorithm
weather ; ;
: : C29.3 Malware intrusion
information

or hacking

C29.4 Failure to receive
inquiry (trigger for
activating this function)
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Too late/too
early
implementat
ion of
integrating
marine
weather
information

30

C30.1 Failure or
malfunction of the
information integration
function/algorithm
(information integration
takes too much time)
C30.2 Wrong timing of
information acquisition
from different sensors
C30.3 Malware intrusion
or hacking

C30.4 Wrong timing of
inquiry (trigger for
activation of this
function)

Same as ID19

Same as ID11

=)}

Same as ID10

Same as ID12

Error in
31|diagnosing
own status

C31.1 Failure or
malfunction of the self-
diagnostic fundion
C31.2 Wrong algorithm
for the self-diagnostic
function

C31.3 Incorred: input
information (information
necessary for self-
diagnosis)

C31.4 Malware intrusion
or hacking

Same as ID7

Same as ID7

v

Same as ID13
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C32.1 Failure or
malfunction of the self-

No diagnostic fundion
implementat|C32.2 Input information
32|ion of (information necessary  [Same as ID8 Same as ID8 6|Same as ID13
diagnosing |for self-diagnosis) not
own status |obtained
C32.3 Malware intrusion
or hacking
C33.1 Failure or
malfunction of the self-
diagnostic fundion
C33.2 Malfunction of the
Too late/too |self-diagnostic algorithm
early (self-diagnostic operation
implementat|takes too much time)
33|. S £ Same as ID9 Same as ID9 7|Same as ID13
ion of C33.3 Wrong timing of
diagnosing |obtaining input
own status |information (information

required for self-
diagnosis)

C33.4 Malware intrusion
or hacking
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C34.1 Failure or
malfunction of the status
diagnostic fundion for
the sensors

C34.2 Wrong algorithm

* Misdiagnose as
normal when
abnormal

E i : : S D19
dir:);clansin for the status diagnostic :,Mi:;?ae ?\Zse B
34/'%9 9 |function for the sensors 9 Same as ID16 6|Same as ID16
sensor ; abnormal when
C34.3 Incorred: input
status ; : : 3 normal
information (information | = _
— Switch to
necessary for sensor s
: ; manual steering
status diagnosis) I
C34.4 Malware intrusion
or hacking
® Diagnosis not
C35.1 Failure or performed when
malfunction of the status |abnormal
No diagnostic fundion for — Same as ID19
implementat|the sensors * Diagnosis not
3s/ion of _ C_35.2 Input information [performed when Same as ID17 B carviccas ID16
diagnosing |(information necessary  |normal
sensor for sensor status — No problem
status diagnosis) not obtained |(alarm will be

C35.3 Malware intrusion
or hacking

adtivated when a
certain period of
time is exceeded)
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36

Too late/too
early
implementat
ion of
diagnosing
sensor
status

C36.1 Failure or
malfunction of the status
diagnostic fundion for
the sensors

C36.2 Malfunction of the
algorithm for the sensor
status diagnosis (status
diagnosis operation takes
too much time)

C36.3 Wrong timing of
obtaining input
information (information
required for sensor status
diagnosis)

C36.4 Malware intrusion
or hacking

* Too late
diagnosis as
normal when
normal

— No problem
(alarm will be
activated when a
certain period of
time is exceeded)
* Too late
diagnosis as
abnormal when
abnormal

— Same as ID19

Same as ID18

v

Same as ID16

Ship control system

37

Error in
calculation
of the
control
variables
based on
the action
plan

C37.1 Error in the action
plan

C37.2 Incorredt input
information (information
required for control
variables calculation)
C37.3 Error in the control
variables calculation
algorithm

C37.4 Failure or
malfunction of the ship
control system

C37.5 Malware intrusion
or hacking

E37.1 Deviation
from course
E37.2 Abnormal
approach to other
ships/objeds or
areas with
grounding risk
E37.3 Collision,
grounding,
capsizing, or
sinking

® System failure alarm

® Pre verification of the
control variables
calculation algorithm
through simulations

* Connedt only to
removable media with no
viruses detedted by virus
detection software as well
as no connection to
external networks

® Constant monitoring by
the onboard crew
 forced switchover to
manual steering by
onboard aew

(o)

® Improvement
of the control
variables
calculation
algorithm

* Consideration
of measures to
improve system
reliability
(redundancy,
etc.) (including
cost-benefit
study)
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No
implementat
ion of
calculating
38|the control
variables
based on
the action
plan

C38.1 Action plan not
obtained

C38.2 Input information
(information required for
control variables
calaulation) not obtained
C38.3 Failure or
malfunction of the ship
control system

C38.4 Malware intrusion
or hacking

C38.5 Failure to receive
inquiry (trigger for
adtivating this function)

Same as ID37

® System failure alarm

® Alarm at the ime when
various information is not
obtained

® Pre verification through
simulations

® Alarm adtivated when a
certain amount of time is
exceeded

® Conned: only to
removable media with no
viruses detected by virus
detection software as well
as no connection to
external networks

* Constant monitoring by
the onboard crew

* Consideration
of measures to
improve system
reliability
(redundancy,
etc.) (including
cost-benefit
study)

Same as ID2
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Too late/too

C39.1 Wrong timing of
obtaining the action plan
C39.2 Wrong timing of
acquiring input
information (information
required for control
variables calculation)

® System failure alarm

* Pre verification through
simulations

* Warning activated when
a certain period of ime
has elapsed

* Alarm adivated when a

early to C39.3 Malfunction in the ; B2
g 2 certain amount of time is
implement |control variables
4 : exceeded
control calaulation algorithm e I
39|variables (excessive time required |Same as ID37 b T 6[Same as ID38 Same as ID3
i g removable media with no
calculations |for control variables : 3
. viruses detedted by virus
hEsEd o CAITHIRt o) detection software as well
the action |C39.4 Failure or :
lan malfunction in the shi ki
P P external networks
control. systen ® Constant monitoring b
C39.5 Malware intrusion gy
s the onboard crew
C39.6 Wrong timing of 3
e : » forced switchover to
inquiry (trigger for manual steering b
adtivation of this 9oy
3 onboard aew
function)
E40.1 Unable to
navigate : ;
. P fi cat f th )
E40.2 Deviation [ ¢ voieauon ortne . . * Recommendations
system * Consideration :
from course : to improve the
o5 A normal ® Alarms in case of of measures to safety more:
Error in C40.1 Error in control ' actuator failure or improve system ty -
- . approach to other . A ® Introdudtion of a
40 control of  |variables calculation CRBR/oHieRE malfunction reliability ek T dasl vt
the rudder |C40.2 Actuator P _J f ® Constant monitoring by (redundancy, ;
: 2 ’ areas with : : incorrect
or engine  |malfunction or failure : ; the onboard crew etc.) (including ;
grounding risk ; rudder/engine status
. o forced switchover to cost-benefit .
E40.4 Collision, ? (e.g., restarting the
roundin Tanuel seenng by seidy) stem in question
9eANg: onboard aew =X q )
capsizing, or
sinking
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41

No
implementat
ion of
control of
the rudder
or engine

C41.1 Input information
(control variables) not
obtained

C41.2 Malfunction or
failure of the actuator
C41.3 Failure to receive
inquiry (trigger for
adtivating this function)

Same as ID40

® Alarms in case of
actuator failure or
malfunction

® Alarm when control
variables not obtained

e Alarm adtivated when a
certain amount of time is
exceeded

® Constant monitoring by
the onboard crew

» forced switchover to
manual steering by
onboard aew

v

Same as ID40

o))

* Recommendations
to improve the
safety more:

® Introduction of a
function to deal with
cases where the
rudder/engine is not
under control (e.q.,
restarting the
system in question)
o If there is no
response, the inquiry
source shall be made
to ask again with
new input
information.

® Introduce a
function to deal with
no response even
after re querying
(implemented by
human or machine,
depending on the
level of automation)
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42

Too late/too
early to
implement
controlling
the rudder
or engine

C42.1 Wrong timing of
obtaining input
information (control
variables)

C42.2 Malfunction or
failure of the actuator
C42.3 Wrong timing of
inquiry (trigger for
adtivation of this
function)

Same as ID40

Same as ID41

(=)

Same as ID40

(2}

* Recommendations
to improve the
safety more:

® Introduction of a
function to deal with
rudder/engine
control delays
exceeding a certain
level (e.g., restarting
the system in
question).

 If the response is
too late, the inquiry
source shall be made
to ask again with
new input
information.

e Introduce a
function to deal with
cases where a
response is not
received in time
(implemented by
human or madhine,
depending on the
level of automation)
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C43.1 Failure or
malfunction of the
rudder/engine condition
diagnostic fundion
C43.2 Wrong algorithm

e Improved

Error in for the rudder/engine 3
: : S 3 : algorithms for
diagnosis of |condition diagnostic .
{ 3 rudder/engine
43|rudder/engi |function Same as ID7 Same as ID7 ot
. condition
ne C43.3 Incorred: input e
conditions  [information (information an
; functions
required for
rudder/engine condition
diagnosis)
C43.4 Malware intrusion
or hacking
C44.1 Failure or
malfunction of the
No . oy
< rudder/engine condition
implementat| . { y
ion of diagnostic fundion
44|diagnosis of ;44'2 Input mformanon Same as ID8 Same as ID8 6|Same as ID43
. |(information required for
rudder /engi . o
ne rudder/engine condition
- diagnosis) not obtained
conditions

C44.3 Malware intrusion
or hacking
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Too late/too
early to

C45.1 Failure or
malfunction of the
rudder/engine condition
diagnostic fundtion
C45.2 Malfunction of the
rudder/engine condition
diagnostic algorithm

implement |(self-diagnostic operation
45|diagnosis of |takes too much time) Same as ID9 Same as ID9 7|Same as ID43
rudder/engi |C45.3 Wrong timing of
ne obtaining input
conditions  |information (information
required for
rudder/engine condition
diagnosis)
C45 .4 Malware intrusion
or hacking
C46.1 Failure or
malfunction of the self-
diagnostic fundion
C46.2 Wrong algorithm
; for the self-diagnostic
E_rror 5 function
46|diagnosing C46.3 Incorredt input Same as ID7 Same as ID7 6|Same as ID13
own status

information (information
required for self-
diagnosis)

C46.4 Malware intrusion
or hacking
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C47.1 Failure,
malfunction, or stoppage
of the self-diagnostic

No .
implementat; function
47lion of Ca7.2 Inpucinformation | o . g Same as ID8 6/same as D13
: : (information necessary
diagnosing . .
for self-diagnosis) not
own status 3
obtained
C47.3 Malware intrusion
or hacking
C48.1 Failure or
malfunction of the self-
diagnostic fundion
C48.2 Malfunction of the
Too late/too [self-diagnostic algorithm
early (self-diagnostic operation
48 !mplementat Eakes tog aich t{mg) Same as ID9 Same as ID9 7|Same as ID13
ion of C48.3 Incorrect iming of

diagnosing |obtaining input

own status |information (information
required for self-
diagnosis)

C48.4 Malware intrusion
or hacking

Autonomous Operation Management System

68




49

Error in
instructions
for
switching
the ship
steering
mode

C49.1 Failure or
malfunction of the
autonomous operation
management system
C49.2 Errorin the
algorithm to switch the
operation mode

C49.3 Error in input
information (information
required for making the
operation mode switching
dedsion)

C49 .4 Malware intrusion
or hacking

E49.1
Autonomous
steering outside
oDD

E49.2 Deviation
from course
E49.3 Abnormal
approach to other
ships/objedts or
areas with
grounding risk
E49.4 Collision,
grounding,
capsizing, or
sinking

e Alarm for each system
failure

* Double-checking at the
time of ODD input

® Alarm at the ime of
route deviation

 Prior verification of the
instrudion function to
switch the ship steering
mode through simulations
® Conned: only to
removable media with no
viruses detected by virus
detection software as well
as no connection to
external networks

* Constant monitoring by
the onboard crew

» forced switchover to
manual steering by
onboard aew

* Improvement
of the ship
steering mode
switching
algorithm

* Consideration
of measures to
improve system
reliability
(redundancy,
etc.) (including
cost-benefit
study)

69




50

No
implementat;
ion of the
ship
steering
mode
switching
instructions

C50.1 Failure or
malfunction of the
autonomous operation
management system
C50.2 Errorin the
algorithm to switch the
operation mode

C50.3 Error in input
information (information
required for making the
operation mode switching
dedsion)

C50.4 Malware intrusion
or hacking

C50.5 Failure to receive
inquiry (trigger for
adtivating this function)

Same as ID49

® Alarm for each system
failure

® Alarm adtivated when a
certain amount of time is
exceeded

* Double-checking at the
time of ODD input

® Alarm at the ime of
route deviation

 Prior verification of the
instruction function to
switch the ship steering
mode through simulations
* Connedt only to
removable media with no
viruses detected by virus
detection software as well
as no connection to
external networks

(=)

Same as ID49

Same as ID2
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51

Too late/too
early to give
the ship
steering
mode
switching
instructions

C51.1 Failure or
malfunction of the
autonomous operation
management system
C51.2 Malfunction of the
algorithm to switch the
operation mode
(calculating the decision
to switch the operation
mode takes too much
time)

C51.3 Wrong timing of
obtaining input
information (information
necessary to dedde
whether to switch the
operation mode)

C51.4 Malware infiltration
or hacking

C51.5 Wrong timing of
inquiry (trigger for
adtivation of this
function)

Same as ID49

Same as ID50

v

Same as ID49

Same as ID3
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Error in
52|diagnosing
own status

C52.1 Failure or
malfunction of the self-
diagnostic fundion
C52.2 Wrong algorithm
for the self-diagnostic
function

C52.3 Incorredt input
information (information
required for self-
diagnosis)

C52 .4 Malware intrusion
or hacking

Same as ID7

Same as ID7

(=)

Same as ID13

No
implementat
53lion of
diagnosing
own status

C53.1 Failure,
malfunction, or stoppage
of the self-diagnostic
function

C53.2 Input information
(information necessary
for self-diagnosis) not
obtained

C53.3 Malware intrusion
or hacking

Same as ID8

Same as ID8

v

Same as ID13
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54

Too late/too
early
implementat
ion of
diagnosing
own status

C54.1 Failure or
malfunction of the self-
diagnostic fundion
C54.2 Malfunction of the
self-diagnostic algorithm
(self-diagnostic operation
takes too much time)
C54.3 Incorrect iming of
obtaining input
information (information
required for self-
diagnosis)

C54.4 Malware intrusion
or hacking

Same as ID9

Same as ID9

~l

Same as ID13

Onboard crew
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55

Error in
approving
/revising of
action plan

C55.1 Overconfidence in
the autonomous ship
steering system

C55.2 Insuffident
understanding of the
operation method

C55.3 HMI that makes it
difficult to understand the
intention of action plan
C55.4 Misperception of
their own ship's
performance or current
information on their
ship/surrounding/environ
ment, etc.

C55.5 Failure or
malfunction of the
autonomous ship steering
system

C55.6 Operation mistake
C55.7 Distraction due to
concurrent tasks and
time pressure

Same as ID1

® Preparation of manuals
on how to operate the
sutonomous ship steering
system

® Advance training of the
onboard aew

® Appropriate HMI design
and verification

e Alarm for failure or
malfunction of the
autonomous ship steering
system

® Setting confirmation
notification

o

e Establishment
of advance
training method
of the onboard
aew

* Recommendations
to improve the
safety more:

* Workload
management of the
onboard aew
(ensuring the
enough number of
the onboard crews
for the amount of
tasks and
replenishing
resources by
introduadng available
automation)
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56

No
implamentat
ion of
approving/r
evising of
action plan

C56.1 Sudden illness,
napping, or no crews in
bridge, etc.

C56.2 Insuffident
understanding of the
need for the
approving/revising of
action plan

C56.3 HMI that makes it
difficult to understand the
need for the
approving/revising of
action plan

C56.4 Failure or
malfunction of the
autonomous ship steering
system

C56.5 Operation mistake
C56.6 Restraint by other
tasks

C56.7 No notification of
the need for approving
action plan (and no
alarm)

Same as ID1

® Preparation of manuals
on how to operate the
sutonomous ship steering
system

® Advance training of the
onboard aew

* Appropriate HMI design
and verification

® Alarm for failure or
malfunction of the
autonomous ship steering
system

® Setting confirmation
notification

e Alarm when a certain
amount of time has
elapsed

(o)

Same as ID55

* Recommendations
to improve the
safety more:

® Consider
introduang a crew
monitoring system

* Consider and
implement how to
operate when the
aew does not
respond (MRM/MRC)
* Workload
management of the
onboard aew
(limiting the work
they can perform)
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57

Too late/too
early
implamentat;
ion of
approving/r
evising of
adtion plan

C57.1 Insuffident
understanding of the
operation method

C57.2 HMI that makes it
difficult to understand the
intention of action plan
and thus takes time to
approve/revise the action
plan

C57.3 Understanding of
their own ship's
performance or current
information on their
ship/surrounding/environ
ment, etc. takes time,
and result in being late to
approve/revise action
plan

C57 .4 Failure or
malfunction of the
autonomous ship steering
system

C57.5 Takes time to
release from other tasks
C57.6 No notification of
the need for approving
action plan (and no
alarm)

Same as ID1

® Preparation of manuals
on how to operate the
sutonomous ship steering
system

® Advance training of the
onboard aew

® Appropriate HMI design
and verification

o Alarm for failure or
malfunction of the
autonomous ship steering
system

 Issue of approving
request in appropriate
timing

® Alarm when a certain
amount of time has
elapsed

® Establishment
of advance
training method
of the onboard
aew

ol Improving of

requesting
argorithm for
approving of
action plan

(=)

* Recommendations
to improve the
safety more:

® Consider and
implement how to
operate when the
aew does not
respond after a
certain period of
time (MRM/MRC)

* Workload
management of the
onboard aew
(limiting the work
they can perform)
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C58.1 Failure or
malfunction of the ship
steering mode switching

® Preparation of manuals
on how to switch the
steering mode

E:;:;P:?n ?SnSCt ii_o:he crew is not *Advanceitrainingiof the
58 9 ? Same as ID49 onboard aew 7|Same as IDS5 Same as ID55
the steering |familiar with the ;
mode aragediire ® Alarm for failure or
C58.3 Distraction due to malfunction oft;he .
autonomous ship steering
concurrent tasks and
: system
time pressure
C59.1 Sudden illness,
napping, or no crews in
bridge, etc. ® Preparation of manuals
C59.2 Insuffident on how to operate the
understanding of the sutonomous ship steering
need for the ship steering system
NG mode switching operation ® Advance training of the
3 C59.3 HMI finding it onboard aew
implementat| . ¢ ;
ion of difficult to understand the * Appropriate HMI design
59 itchi ship steering mode Same as ID49 and verification 6|Same as ID55 Same as ID56
;:: ;telzgn C59.4 Failure or ® Alarm for failure or
mode 9 [malfunction of the ship malfunction of the

steering mode switching
function

C59.5 Ship operation
mode switching
instrudtion not activated
C59.6 Forgetting due to
concurrent tasks

autonomous ship steering
system

® Alarm when a certain
amount of time has
elapsed
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